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Social Media Policy

At Stephenson (MK) Trust the protected characteristics have been considered in the design of this
policy. This policy has been obtained through a review of best policies and The Key.

Approved by: Trust board Date: May 2026
Last reviewed on:  March 2025
Next review due by: May 2027
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1. Introduction and Scope

Stephenson (MK) Trust recognises the numerous benefits and opportunities which a social media
presence offers. Social media (provides valuable opportunities for communication and engagement.
However, there are risks associated with social media use, especially around safeguarding,
reputational damage, , bullying and personal reputation. This policy aims to encourage the safe use of
social media by the Trust, its staff, parents, carers and pupils.

This policy:

e Applies to all staff and to all online communications which directly or indirectly represent the
Trust or its schools

e Applies to online communications posted at any time and from anywhere
e Encourages safe and responsible use of social media through training and education
e Defines the monitoring of public social media activity pertaining to the Trust and its schools

Related Policies:
e Keeping Children Safe in Education (DfE)
e UK GDPR and the Data Protection Act 2018
e Safeguarding and Child Protection Policy
e Staff Code of Conduct
e Acceptable Use Policy
e Disciplinary Policy
e Codes of Conduct and Acceptable Use Agreements
e Safer Recruitment Policy

Types of Communications:

Professional communications are those made through official channels, posted on a Trust account or
using the Trust/school name. All professional communications are within the scope of this policy.

Personal communications are those made via a personal social media account. Where a personal
account associates itself with the Trust or its schools, or impacts on the Trust or its schools, it must
include a disclaimer such as: "Views expressed are my own and do not represent SMKT."Such
personal communications are within the scope of this policy. Personal communications which do not
refer to or impact upon the Trust or its schools are outside the scope of this policy.

The Trust respects privacy and understands that staff and pupils may use social media forums in their
private lives. However, personal communications likely to have a negative impact on professional
standards and/or the Trust's reputation are within the scope of this policy.

2. Roles and Responsibilities
Trust Board:

e Receives termly reports on social media incidents, reputational risks, complaints received via
social media, and safeguarding concerns arising from social media activity.
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e Holds the CEO accountable for implementation of this policy.
e Reviews policy effectiveness annually.

Chief Executive Officer (CEO):
e Has overall accountability for social media risk management across the Trust.
e Ensures compliance with this policy.
e Reports to the Board on social media-related incidents and risks.

Senior Leadership Team:
e Facilitates mandatory training and guidance on social media use.
e Develops and implements the Social Media Policy.
e Takes a lead role in investigating reported incidents.
e Makes initial assessments when incidents are reported and involves appropriate staff
and external agencies as required.
e Receives and approves applications for social media accounts.
e Escalates high-risk incidents to the CEO within 2 hours

Administrator:
e Creates accounts following SLT approval.
e Stores account details, including passwords, securely.
e Isinvolved in monitoring and contributing to accounts.
e Controls the process for managing accounts after lead staff members leave the
organisation (closing or transferring).

All Staff:

e Must read and understand this policy, seeking advice as necessary.

e Must ensure that any use of social media is carried out in line with this and other
relevant policies.

e Must attend mandatory training (see section 14).

e  Must regularly monitor, update and manage content posted via school accounts
(where applicable).

e Must add an appropriate disclaimer to personal accounts when naming the Trust or
its schools.

3. Creating New Social Media Accounts

The Trust community is encouraged to consider whether a social media account will support them in
their work (e.g. a department Twitter account, or a “Friends of the School” Facebook page). Anyone
wishing to create such an account must present a business case to the Trust Senior Leadership Team
(SLT) covering:

e The aim of the account.

e Theintended audience.

e How the account will be promoted.

e Who will run the account (at least two staff members must be named).

o Whether the account will be open or private.

e Risk assessment including safeguarding and reputational considerations.

Following consideration by the Trust SLT an application will be approved or rejected. In all cases, the
SLT must be satisfied that anyone running a social media account on behalf of the Trust or its schools
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has read and understood this policy and received appropriate training. This also applies to anyone
who is not directly employed by the Trust, including volunteers or parents.

4. Monitoring and Response

School social media accounts must be monitored during the working week (Monday to Friday, during
school hours). Out-of-hours monitoring is not required unless specifically agreed for a planned
campaign or event.

Where accounts remain active outside these hours:
e Automated moderation tools must be enabled.
e A clear out-of-office message or pinned post must state: "This account is monitored Monday—
Friday, 8am—4pm. Urgent safeguarding concerns should be reported to the school Principal
(Designated Safeguarding Lead).

Any comments, queries or complaints made through school accounts must be responded to one
working day. Safeguarding concerns must be escalated immediately to the DSL, regardless of when
they are identified.

As part of active social media engagement, the Trust proactively monitors the Internet for public
postings about the Trust and its schools, and responds to social media comments made by others
according to defined processes.

5. Standards of Behaviour

General Requirements:

e All users must adhere to the standards of behaviour set out in this policy and other relevant
policies.

e Digital communications by staff must always be professional and respectful.

o Staff must not use social media to infringe on the rights and privacy of others or make ill-
considered comments or judgments about staff.

e Trust and school social media accounts must not be used for personal gain.

e Staff must ensure that confidentiality is maintained on social media even after they leave
employment.

e Users must declare who they are in social media posts or accounts; anonymous posts are
discouraged in relation to school activity.

e If ajournalist makes contact about posts made using social media, staff must follow the school
media policy before responding.

Unacceptable Conduct:

Unacceptable conduct (including defamatory, discriminatory, offensive, harassing content or a breach
of data protection, confidentiality, or copyright) will be considered extremely seriously and must be
reported immediately to the CEO or a member of SLT and escalated where appropriate.

Consequences and Escalation:

The Trust will take appropriate action in the event of breaches of this policy, following this escalation

pathway:
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e Minor breach (e.g. tone/content issue): Informal discussion and retraining within 5 working
days.

e Moderate breach (e.g. confidentiality concern): Formal written warning and investigation
within 10 working days.

e Serious breach (e.g. safeguarding risk, defamation): Immediate suspension, investigation under
Disciplinary Policy, potential dismissal - lllegal conduct: Immediate referral to police and
external agencies

Concerns about misuse of social media, including by senior staff, may also be raised via the Trust's
Whistleblowing Policy.

6. Safeguarding

Any safeguarding concern identified through social media activity, including disclosures, concerning
posts, or harmful interactions, must be reported immediately to the Designated Safeguarding Lead
(DSL) or deputy DSL, in line with the Trust's safeguarding procedures. Social media evidence must not
be investigated by staff unless directed by the DSL.

Staff must not communicate with pupils via private or direct messaging functions on social media
platforms. All digital communication with pupils must take place through approved, monitored school
systems in line with safeguarding guidance. Disappearing message features must not be used for
school communication.

7. Handling Abuse and Offensive Content

When acting on behalf of the Trust or its schools, staff must handle offensive comments swiftly and
with sensitivity. If a conversation becomes offensive or unacceptable, school users should block,
report or delete other users or their comments/posts and should inform the audience exactly why the
action was taken.

Staff must escalate the incident to SLT within 4 hours, providing screenshots and context.

If a member of staff feels that they or someone else is subject to abuse by colleagues through use of a
social networking site, this must be reported immediately to the CEO or their line manager.

8. Legal Considerations

Copyright: Users of social media must consider the copyright of the content they are sharing and,
where necessary, must seek permission from the copyright holder before sharing.

Data Protection: Users must ensure that their use of social media does not infringe upon relevant
data protection laws or breach confidentiality. Personal data must never be shared via social media.

9. Use of Images and Video
Trust/school use of images is acceptable providing the following guidelines are strictly adhered to.
e Permission to use any photos or video recordings should be sought in line with the Trust’s

ICT Acceptable Use Policy.
e |f anyone, for any reason, asks not to be filmed or photographed, their wishes should be
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respected.

e Under no circumstances should staff share or upload student pictures online other than via
Trust or school owned social media accounts

e Staff must exercise professional judgement about whether an image is appropriate to share
on Trust or school social media accounts.

e Students must be appropriately dressed, not be subject to ridicule and must not be on any
Trust/school list of children whose images must not be published.

o If a member of staff inadvertently takes a compromising picture which could be misconstrued
or misused, they must delete it immediately.

10. Tone and Content

The tone of content published on social media must be appropriate to the audience, whilst retaining
appropriate levels of professional standards. Content should be:

e Engaging

e Conversational

e Informative

e Friendly (on certain platforms, e.g. Facebook)

e Aligned with Trust values and safeguarding principles

11. Personal Use of Social Media

Staff

Staff are prohibited from following or engaging with current or former pupils of the schools within the
Trust on any personal social media network account.

Where staff access Trust or school social media accounts on personal devices, they must ensure
appropriate security measures are in place, including passwords, device locks and immediate log-out
when access is no longer required.

Staff must not post content on personal accounts that:
e Brings the Trust into disrepute.
e Breaches confidentiality.
e Could be perceived as representing the Trust's views.

Pupils:

The Trust's education programme enables pupils to be safe and responsible users of social media,
within the bounds of legal frameworks such as age restrictions set by the sites themselves.

Pupils must not:
e Post content that bullies, harasses or defames others.
e Share inappropriate images or content.
e Impersonate staff or the school.

Breaches will be addressed under the Trust's Behaviour Policy.




Parents/Carers:

If parents/carers have access to a school learning platform where posting or commenting is enabled,
parents/carers will be informed about acceptable use.

The Trust has an active parent/carer education programme which supports the safe and positive use
of social media. This includes information on the website.

Parents/carers must not:
e Post defamatory, offensive or confidential content about the Trust, its staff or pupils.
e Use social media to pursue complaints (these must follow the Trust's Complaints Policy).

In the event of any offensive or inappropriate comments being made, the Trust will:
1. Contact the parent/carer within 24 hours requesting removal.
2. Invite them to discuss concerns via the appropriate policy (e.g. Complaints).
3. |If content is not removed or is illegal, escalate to the CEO and consider legal action.

12. Board Oversight and Reporting

The CEO will provide a termly written report to the Trust Board covering:
e Number and nature of social media incidents (categorised by type: safeguarding,
reputational, complaint, data breach).
e Actions taken and outcomes.
e Complaints received via social media and resolution.
e Reputational risks identified through monitoring.
e Training completion rates - Recommendations for policy or practice changes.

The Board will review this report and hold the CEO accountable for effective implementation of this
policy.

13. Crisis Management and Reputation Protection

In the event of a high-risk or viral social media incident (e.g. widespread negative coverage,
safeguarding crisis, misinformation), the following protocol applies:

Immediate Actions (within 1 hour):
e SLT member identifies incident and alerts CEO.
e CEO convenes crisis team (including DSL, Communications Lead, Chair of Board if
appropriate).
e Decision made on whether to respond publicly, and if so, draft holding statement prepared.

Within 4 hours:
e Factual holding statement published (if appropriate).
e Monitoring intensified.
o Key stakeholders (e.g. parents, staff, local authority) briefed.

Within 24 hours:
e Fullincident review completed.
e Detailed communication plan implemented.

e Legal advice sought if necessary.
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All crisis incidents must be logged and reported to the Board at the next meeting.
14. Training Requirements

All staff must complete social media training as follows:
e Induction: All new staff must complete social media and online safety training within the first
two weeks of employment.
e Annual Refresh: All staff must complete updated training annually, covering policy changes,
emerging risks, and case studies.
e Role-Specific Training: Staff managing social media accounts must complete additional
training on content creation, moderation, crisis response, and safeguarding.

Training will cover:
e This policy and related policies.
e Safeguarding and data protection.
e Identifying and escalating concerns.
e Personal use boundaries.
e Reputational risk.

Training completion will be monitored by SLT and reported to the Board.




