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At Stephenson (MK) Trust the protected characteristics have been considered in the design of 
this policy. This policy has been obtained through the Education Data Hub. 
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Executive Summary: Key non-negotiables 
 
Purpose 
This policy governs the safe, ethical, and effective use of Artificial Intelligence across Stephenson 
(MK) Trust to enhance education while protecting pupils, staff, and data. 
 
Non-Negotiable Requirements 

1. No Personal Data in AI Tools – Staff and pupils must never enter personal, sensitive, or 
confidential information into any AI system. 

2. Human Oversight Required – AI must not be the sole basis for high-stakes decisions 
(grading, safeguarding, disciplinary actions, performance management). 

3. Approved Tools Only – Staff may only use AI applications listed in Appendix A or approved 
via the formal request process. 

4. Mandatory Training – All staff must complete baseline AI awareness training within 4 weeks 
of policy adoption, with annual refresher training thereafter. 

5. Data Protection Impact Assessments (DPIAs) – Any new AI tool use must be assessed and, 
where required, a DPIA completed before deployment. 

6. Transparency – Staff must clearly identify where AI has been used in their work and what 
human review has been applied. 

7. No Automated Decision-Making – The Trust will not use AI to make solely automated 
decisions with legal or significant effects on individuals. 
 

Accountability 
• Trust Board: Ultimate accountability for AI governance, risk appetite, and policy compliance. 
• CEO/Executive Leadership: Responsible for operational implementation, resourcing, and 

escalation of AI-related risks. 
• Phil Harman (AI Lead): Reports to SLT and Board. 
• Data Protection Officer: Advises on data protection obligations and oversees DPIA 

completion. 
• IT Manager: Monitors compliance, co-ordinates training, maintains the AI register, provides 

technical oversight, security assessments, and incident response. 
• Link Trustee for IT: Provides Board-level scrutiny and challenge on AI strategy and risk. 

 
What We Will Not Do 

• Use AI for solely automated decisions affecting pupils or staff 
• Process personal data through unapproved or personal AI accounts 
• Deploy AI tools without appropriate risk assessment and DPIA where required 
• Use AI in ways that compromise safeguarding, data protection, or academic integrity 
• Use AI to replace professional judgment in high-stakes contexts such as child protection 

referrals, exclusions, or SEND assessments 
 

Monitoring and Assurance 
 
The Trust Board will receive a termly AI Assurance Report including: 

• Number and nature of AI tools in use (from AI Register) 
• Summary of DPIAs completed 
• AI-related incidents or breaches 
• Training completion rates 
• Progress against success metrics (see Section 10) 
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Success will be measured by: 

• Reduction in staff workload hours (target: 10% reduction in administrative tasks by July 
2027) 

• Pupil outcomes: improved personalisation and feedback turnaround times 
• Zero data breaches or safeguarding incidents related to AI use 
• 100% staff completion of mandatory AI training 
• Positive staff and pupil feedback on AI literacy and confidence 

 

1. Introducing our Artificial Intelligence Policy 

 
Artificial Intelligence (AI) technology is already widely used in both commercial and everyday 
applications, and its influence is anticipated to grow exponentially, impacting almost all industries 
and job sectors including education. Generative AI refers to technology that can be used to create 
new content based on large volumes of date that models have been trained on from a variety of 
works and other sources. Generative AI is a rapidly evolving and increasingly freely available 
technology generating writing, audio, codes, images and video simulations. Whilst this offers 
opportunities for schools and their pupils, it also increases risk. 

 
AI is an integral part of the modern world and offers numerous opportunities for enhancing 
teaching, learning, and administrative processes. This policy establishes guidelines for the 
responsible and effective use of AI within our Trust. By embracing AI technology, we aim to: 

• Enhance academic outcomes and educational experiences for pupils 

• Support teachers in managing their workload more efficiently and effectively 

• Educate staff and pupils about safe, responsible and ethical AI use 

• Incorporate AI as a teaching and learning tool to develop staff and pupils' AI literacy and 
skills 

• Prepare staff and pupils for a future in which AI technology will be an integral part 

• Promote equity in education by using AI to address learning gaps and provide personalised 
support 

• Improve and streamline operations to minimise cost and maximise efficiency. 
 
All users of AI will comply with applicable laws, regulations, policies and guidelines governing 
Keeping Children Safe in Education, intellectual property, copyright, data protection and other 
relevant areas. There will be no unauthorised use of copyrighted material or creation of content that 
infringes on the intellectual property of others. We will prioritise the safeguarding of our pupils and 
their online safety and will not knowingly use any AI technology that puts their safety or privacy at 
risk. Staff will not allow or cause intellectual property, including pupils’ work, to be used to train 
Generative AI models without appropriate consent or exemption to copyright. 
 
This policy links to our Child Protection and Safeguarding, Data Protection, IT Security and 
Acceptable Usage, IT Disaster Recovery, Curriculum, Homework, and Feedback and Marking Policies. 
 
We recognise that technology is rapidly evolving and are committed to remaining at the forefront of 
developments,. This AI policy has been informed by by the Department for Education's Statement on 
Generative Artificial Intelligence in Education This policy will be reviewed annually. 
 

2. Scope and Responsibilities 
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This Policy applies to all staff, including temporary staff, consultants, governors, volunteers, and 
contractors, and anyone else working on our behalf. It is also applicable to pupils, but this group will 
require support and guidance from staff as part of their learning. 
 
All staff are responsible for reading and understanding this policy before using any AI technology. 
 
All leaders are responsible for ensuring their staff team read and understand this policy before using 
AI technology and that they follow this policy, including reporting any suspected breaches of it. 
 
Governance and accountability arrangements are set out in the Executive Summary above. 

 
Operational roles: 

• Phil Harman acts as a lead for our Trust regarding the use of AI technology. 
• Our Data Protection Officer is responsible for advising us about our data protection 

obligations in relation to AI use and overseeing DPIA completion. 
• Our IT Manager monitors compliance with this policy and works with other staff to 

communicate, promote and regulate AI use, providing or arranging for training to be given 
where necessary, provides technical support and guidance on the operation of AI and 
incident response. 

• Link Trustee for IT provides Board-level scrutiny and challenge on AI strategy, risk, and 
compliance. 

• AI champions within each academy support local implementation and staff queries. 
 
Mandatory Training Requirements 
 
All staff must complete: 

• Baseline AI awareness training within 4 weeks of joining the Trust. 
• Annual refresher training covering policy updates, new tools, data protection, and 

safeguarding 
• Role-specific training where AI is used for high-impact tasks (e.g., assessment support, pupil 

data analysis). 
 

Training completion will be tracked via the Trust's CPD system and reported to SLT and the Board 
termly. Non-completion may result in access to AI tools being suspended. 
 
AI Register and Oversight 
 
The Trust will maintain a central register of approved AI tools and use cases, linked where 
appropriate to Records of Processing Activities and Data Protection Impact Assessments. This 
register will support transparency, auditability, and ongoing governance. 
 
The AI Register will be: 

• Reviewed and updated monthly by the IT Manager 
• Audited termly by the Data Protection Officer 
• Reported to SLT and the Trust Board each term as part of the AI Assurance Report 

 
The Approved AI Applications list (Appendix A) will be reviewed every 6 months, or sooner if: 

• A security vulnerability or safeguarding concern is identified 
• A tool's terms of service or data processing practices change materially 
• New guidance is issued by the DfE, ICO, or other regulatory body 
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Any tool found to be non-compliant or presenting unacceptable risk will be immediately suspended 
pending review, with an escalation process to SLT and the Board within 48 hours. 

3. Use of AI by Staff 

 
Staff are permitted to explore and utilise AI-based tools and technologies to assist in managing their 
work. Examples of such tasks may include marking and feedback, report writing, lesson planning, 
professional development and facilities management.  
 
Key principles: 

• AI must not be used as the sole basis for high-stakes decisions. AI tools must not be used as 
the sole or primary basis for decisions that may significantly affect pupils or staff, including 
grading, progression decisions, disciplinary actions, safeguarding concerns, or performance 
management. Human oversight and professional judgment must always be retained. 

• AI tools will be used responsibly, ensuring they complement staff professional judgment and 
expertise, without replacing them. 

• Staff remain professionally responsible and accountable for the quality and content of any 
output generated by AI, however generated or used.  
 

Examples of appropriate AI use by staff: 
• Lesson planning and resource creation – AI can suggest topics, activities, or generate 

scaffolded materials. Staff must customise outputs using their professional expertise. 
• Marking and feedback – AI can assist with objective assessments (e.g., multiple-choice) or 

identify areas for improvement in written work. Staff must review and verify all AI-generated 
marks or feedback, especially for subjective responses. 

• Pupil progress analysis – AI can identify patterns in attainment data. Staff must apply their 
expertise to provide comprehensive, holistic evaluation. 

• Report writing – AI can assist as a starting point. Staff must review and modify outputs to 
reflect their own observations and personalised feedback. 
 

Where staff use AI as part of their work, they will be clear where it has been used and what 
additional professional review or revision has been carried out. Staff will not use Trust/school AI 
tools or data for personal gain or for any means in contravention of applicable laws.  

4. Use of AI by Pupils 

 
As part of child protection and safeguarding policies and processes, the Trust will ensure that its 
pupils will continue to be protected from harmful content online, including that which may be 
produced by AI technology and that any AI tools used are assessed for appropriateness for 
individual pupils’ age and educational needs. We will ensure that staff are aware of the risks of AI 
which may be used to generate harmful content including deepfake and impersonation materials. 
 
Age and Phase-Appropriate Use 
 
AI use by pupils will be differentiated by age and phase as follows: 
 
Primary Phase (Years R–6): 

• AI tools may be used only under direct staff supervision. 
• Focus on AI literacy: understanding what AI is, how it works, and its limitations. 
• No independent use of generative AI tools. 
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Secondary Phase (Years 7–11): 
• Supervised use of approved AI tools for research, drafting, and feedback. 
• Explicit teaching on academic integrity, plagiarism, and appropriate citation of AI assistance. 
• AI may not be used in formal assessments unless explicitly permitted by the subject teacher. 

and compliant with exam board rules. 
 

Post-16 (Years 12–13): 
• Greater autonomy in using approved AI tools, with emphasis on critical evaluation and 

ethical use. 
• Clear guidance on JCQ and exam board rules regarding AI in coursework and controlled 

assessments. 
• AI use must be declared in any submitted work where required. 

 

Pupils will be encouraged to explore and experiment with age-appropriate AI-based projects, 
allowing them to learn how to use AI for knowledge building, problem-solving, data analysis, and 
creative expression. 
 
A culture of responsible AI use will be fostered through engaging pupils in conversations about data 
privacy, bias, safeguarding, and the social impact of AI applications. 
 
Pupils will be taught not to enter personal, sensitive or confidential data into Generative AI tools. 
 
AI education will be incorporated into the curriculum to provide pupils with an understanding of AI's 
capabilities, limitations, and ethical implications.  

 

5. Potential Misuse of AI 
 

Pupils will receive education on responsible and ethical AI use, including the potential risks and 
consequences of relying solely on AI tools to complete assignments, coursework, or homework. 
Pupils will be encouraged by staff to be clear and transparent about where their work has been 
created with the assistance of AI. 
 
Teaching staff will emphasise the importance of critical thinking, creativity, and originality in pupil work, 
discouraging the misuse of AI as a means of plagiarism or academic dishonesty. Clear guidelines and 
expectations will be communicated to pupils regarding the appropriate use of AI tools during 
assessments, ensuring that their work reflects their own efforts and understanding. 
 
Enforceable Rules in Assessments: 

• Pupils must not use AI in any formal assessment (including mock exams, coursework, or 
controlled assessments) unless explicitly authorised by the subject teacher and compliant 
with exam board guidance. 

• Unauthorised use of AI in assessments will be treated as malpractice under the Trust's 
Assessment and Academic Integrity Policy, with consequences ranging from mark deduction 
to disqualification, in line with JCQ regulations. 

• Staff will use varied assessment methods (oral presentations, practical demonstrations, in-
class written work) to verify authentic pupil understanding. 
 

The Trust will follow and adhere to any rules or guidance on the use of AI in assessments given by 
the Joint Council for Qualifications or individual Exam Board requirements. 
 

6. Ethical Use of AI 
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The use of AI systems, in particular Generative AI, will be carried out with caution and an awareness 
of their limitations. Whether staff are using AI for teaching or Trust/school administrative purposes, 
or with pupils who will make use of this technology, they should be mindful of, and instruct pupils 
about, the following considerations: 

• Bias - data and information generated by AI will reflect any inherent biases in the data set 
accessed to produce it. This could include content which may be discriminatory based on 
factors such as race, gender, or socioeconomic background.  

• Accuracy – information may be inaccurate when generated so any content should be fact-
checked. 

• Currency – some AI models only collate data prior to a certain date so content generated may 
not reflect the most recent information. 
 

7. Data Protection implications of using AI 

 
Staff and pupils should be aware that any information entered into a Generative AI model is no 
longer private or secure. Staff and pupils must not enter any personal information (personal data, 
intellectual property or private information (including commercially sensitive information, such as 
contracts) into any Generative AI model. Staff should make themselves aware of and inform pupils 
about the data collection, storage, and usage practices associated with AI technologies, particularly 
Generative AI. 
 
Staff who wish to utilise AI tools must ensure that the potential new use is assessed to consider if a 
Data Protection Impact Assessment is required and follow the Trust Data Protection Policy. 
 
When signing up to use certain Generative AI models, names and email addresses may be required; 
this data sharing may require a Data Protection Impact Assessment to be carried out. 

 
DPIA Completion and Monitoring 
 
All DPIAs for AI tools must be: 

• Completed before the tool is used with live data 

• Reviewed annually, or sooner if the tool's functionality or data processing changes 

• Logged in the AI Register and summarised in the termly AI Assurance Report to the Board 
 
The Data Protection Officer will maintain a log of all AI-related DPIAs and audit compliance termly. 
A detailed list of DPIA considerations for AI tools is provided in Appendix C. 

Automated Decision-Making 

The Trust will not use Artificial Intelligence systems to make solely automated decisions that have a 
legal or similarly significant effect on pupils, staff, or other individuals, as defined under Article 22 of 
the UK GDPR. 
 
AI systems may be used to support decision-making only where: 

• Human oversight is present. 

• Human professional judgment remains decisive, and 

• Individuals are able to challenge or seek review of decisions. 
 

Examples of prohibited solely automated decisions include, but are not limited to: 

• Behavioural scoring or profiling. 
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• Predictive attendance or exclusion risk ratings. 

• Automated attainment predictions used without teacher moderation. 

• Eligibility decisions for interventions or pathways. 
 

Use of Accounts and Browser-Based AI Tools  
 
Staff must not use personal AI accounts, personal email addresses, or unauthorised browser 
extensions to access AI tools for Trust business.  
 
Only Trust-approved AI tools, accessed through Trust-managed accounts and devices, may be used 
for work-related purposes. 

8. Cyber Security 
 

Our Trust will take appropriate measures to guarantee the technical robustness and safe functioning 
of AI technologies, including: 

• Implementing rigorous cybersecurity protocols and access controls through measures such as 
encryption, security patches and updates, access controls and secure storage. 

• Establishing oversight procedures and controls around data practices, system changes, and 
incident response to maintain integrity. 

• Ensuring that any suspected or confirmed security incidents are reported to the IT Manager 
and the Data Protection Officer. 

• Carrying out an evaluation of the security of any AI tool before using it. This includes reviewing 
the tool’s security features, terms of service and data protection policies. This work will form 
part of the DPIA process. 

• Maintaining vigilance against material that may be a deepfake (a synthetic media which can 
be used to create realistic and convincing videos or audio of people saying or doing things 
they haven’t. These can be used to spread misinformation or impersonate someone to 
commit cyber fraud). 

• Training staff and pupils to be aware of the importance of Cyber Security and the potential 
involvement of AI to carry out cyber-crime. 

9. Non-Compliance and Breaches 
 

Failure to comply with this policy may result in action under the Trust’s disciplinary, safeguarding, or 
data protection procedures, depending on the nature and severity of the breach. 
 
Any suspected misuse of AI, data protection breach, or safeguarding concern involving AI systems 
must be reported immediately to the IT Manager and Data Protection Officer. 
 
Incident Reporting and Escalation 
 
All AI-related incidents (including data breaches, safeguarding concerns, or policy violations) must 
be: 

• Reported immediately to the IT Manager and Data Protection Officer 
• Logged in the Trust's incident management system 
• Investigated within 5 working days 
• Summarised (anonymised) in the termly AI Assurance Report to SLT and the Board 

 
Serious incidents (e.g., data breaches reportable to the ICO, safeguarding concerns) will be escalated 
to the CEO and Board within 24 hours. 
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10. Monitoring, Metrics, and Success Criteria 
 
The Trust will evaluate the impact and effectiveness of AI use through the following metrics: 
Workload Impact: 

• Target: 10% reduction in staff time spent on administrative tasks (marking, report writing, 
planning) by July 2027, measured via staff survey 
 

Educational Outcomes: 
• Improved turnaround time for feedback to pupils (baseline and target to be set by 

September 2026) 
• Increased personalisation of learning materials (measured via staff and pupil feedback) 

 
Safety and Compliance: 

• Zero data breaches or safeguarding incidents attributable to AI use 
• 100% completion of mandatory AI training by all staff 
• 100% of new AI tools assessed via DPIA where required 

 
AI Literacy: 

• Pupil confidence in understanding and using AI responsibly (measured via annual survey) 
• Staff confidence in using AI tools effectively and ethically (measured via annual survey) 

 
Assurance and Governance: 

• Termly AI Assurance Report submitted to Trust Board, including: 
o AI Register updates 
o DPIAs completed 
o Incidents and breaches 
o Training completion rates 
o Progress against success metrics 

 
These metrics will be reviewed annually as part of the policy review cycle, with targets adjusted 
based on evidence and Trust priorities. 
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Appendix A: Approved AI Applications and Request Procedure 

 
1. Introduction 
 
This appendix outlines the AI applications currently approved for use within SMKT, based on a risk 
assessment that considers data protection, safeguarding, pedagogical value, and compliance with 
legal and ethical standards. The list of approved tools is reviewed regularly in line with emerging 
technologies and educational needs. 
 
Any staff member wishing to use AI applications outside of this approved list must submit a formal 
request for assessment and approval, as outlined in Section 3 of this appendix. 
 
This list of approved applications will be reviewed every 6 months (January and July) by the AI Lead, 
Data Protection Officer, and IT Manager. Any tool presenting new risks or non-compliance will be 
suspended immediately and escalated to SLT and the Board. 

 
2. Approved AI Applications 

 
The following AI tools/applications have been assessed and approved for educational or 
administrative use within the school environment. Each has been evaluated against risk criteria 
including: 

• Data privacy and GDPR compliance. 

• Age-appropriateness and safeguarding considerations. 

• Educational benefit or operational efficiency. 

• Licensing, access controls, and transparency. 
 
Approved AI Applications: 
 

Application 
Name 

Description/Purpose Approved For Conditions of Use 

ChatGPT Generative AI, LLM All Staff 

• No uploading of personal or identifying data. 

• All AI content must be reviewed before use. 

• Cannot be used for high-risk use such as assessing / 
grading work. 

• Turn off training data option. 

Gamma 
Generate AI Powered 
Presentations / Lesson 
Materials Creation 

All Staff 

• No personal or sensitive data entry. 

• Educational use only – use school accounts for 
access. 

• Check image outputs for appropriateness before 
classroom use. 

• No unsupervised student ase (Unless 

• permitted). 

Notebook LM 

AI-powered note-taking 
assistant that can 
analyse uploaded 
documents and 
answer questions based 
on them 

All Staff 

• No uploading of student information. 

• Staff use only (for document analysis). 

• No use in assessment or student evaluation. 

• Human oversight required for all output. 

• Use trust-approved google accounts. 

Microsoft 
Designer 

AI design tool that can 
generate social posts, 
graphics, and 

All Staff / 
possible 
supervised 

• No uploading of personal or identifying data. 

• Images must be age-appropriate and checked. 

• No upload of copyrighted branding or logos 
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presentations using 
natural language 
prompts 
 

students without permission. 

• Supervised use only for students. 

• Content verification required. 

• Access via school-approved accounts only. 

Scriba Minute taking tool SMKT Admin 
Staff 

• Confidential meetings only with proper consent. 

• Secure storage of transcripts. 

• No personal devices or personal accounts. 

• Appropriate for staff-only use. 

• Generated notes must be reviewed for accuracy. 

 
Note: Use of these applications must always comply with the school’s Data Protection and 
Safeguarding Policies. 

 
3. Requesting Use of Additional AI Applications 

 
If a staff member wishes to introduce an AI application not currently on the approved list, they must 
complete the AI Application Request Form provided below. This process ensures that all applications 
used in the school environment are subject to appropriate scrutiny and approval. 

Request Process: 

1. Complete the AI Application Request Form (see below). 

2. Submit the form to the IT Manager or designated AI Learning Lead. 

3. The proposed application will be reviewed using the required the AI Risk Assessment. 

4. A decision will be communicated within 10 working days. 
 
Approved applications will be added to the Approved AI Applications list in future revisions of this 
document. 
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Appendix B - Staff AI Application Request Form  
 

Staff Name:  

Role / Department:  

Application Name:  

Link to Application Website:  

Proposed Use Case:  

Educational/Operational Benefits:  

Will the app collect or store student data? ☐ Yes   ☐ No 

Does it require user accounts or login? ☐ Yes   ☐ No 

Privacy Policy and Terms Reviewed? ☐ Yes   ☐ No 

Trial or Long-term Use Requested? ☐ Trial ☐ Long Term 

Known Risks or Concerns (if any):  

Staff Name:   Signature:   

 

Date:   

 
Internal Use Only – Review Section 
 

Criteria Comments 

Data Protection / GDPR Risk  

Safeguarding Risk  

Educational Value  

Transparency / Explainability  

Ease of Oversight and Monitoring  

Overall Risk Rating: 

☐ Low – Safe for general use 

☐ Moderate – Approved with conditions 

☐ High – Approval only with strict controls / additional review required 

Decision: 

☐ Approved 

☐ Approved with Conditions 

☐ Declined 

☐ Further Information Needed 

Conditions of Use / Reviewer Comments: 
 

 
Reviewed by:   

 

Date of Review:   
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Appendix C - Data Protection Impact Assessment Considerations for AI 
 
When completing a DPIA for AI tools, the following must be considered: 
 

• The nature, scope, context and purposes of any processing of personal data and whether 
individuals are likely to expect such processing activities. 

• What alternatives (both AI and non-AI) are there to the planned processing and what 
justification is there in choosing this method and how it is fair. 

• A clear indication where AI processing and automated decisions may produce effects on 
individuals. 

• Consideration of both individual and allocative harms (for example, where the harm results 
from a decision to not permit a pupil to take a certain subject at GCSE or A Level) and 
representational harms (for example, selecting groups of pupils for different interventions 
results in gender or racial bias). 

• How the use of the AI tool is proportionate and fair by assessing the benefits against the 
risks to the rights and freedoms to individuals and/or whether it is possible to put safeguards 
in place. 

• An analysis of any bias or inaccuracy of algorithms which may result in detriment to 
individuals. 

• If the use of AI replaces human intervention, a comparison of the human and algorithmic 
accuracy in order to justify the use of the AI tool in the DPIA. 

• If automated decisions are made, how individuals will be informed about this and how they 
can challenge those decisions. 

• Relevant variation or margins of error in the performance of the system, which may affect 
the fairness of the processing (including statistical accuracy) and describe if/when there is 
human involvement in the decision-making process. 

• The potential impact of any security threats. 

• A summary of completed or planned consultations with stakeholders. These are 
recommended unless there is a good reason not to undertake them. It may be appropriate 
to consult with individuals whose data you process as they are important stakeholders. 

• Whether processing is intentionally or inadvertently processing special category data - there 
are many contexts in which non-special category data is processed, but infers special 
category data (for example, where a postcode infers a particular race). 

• A consideration of the rights and freedoms of individuals generally, not just in a data 
protection context, such as rights under the Equality Act 2010. 

 
 


